
Guiding the way to
a cyber secure
future for the

financial sector



INDUSTRY TOTAL SMALL (1-1,000) LARGE (1,000+) UNKNOWN TOTAL SMALL (1-1,000) LARGE (1,000+) UNKNOWN

Total 23,896 2,065 636 21,195 5,212 715 255 4,242

Accommodation
(72)

156 2 1 153 69 1 1 67

Administrative
(56)

39 5 7 27 19 2 5 11

Agriculture (11) 243 1 1 241 39 1 0 38

Construction
(23)

127 21 7 99 57 8 5 44

Education (61) 1,241 112 48 1,081 282 57 15 210

Entertainment
(71)

215 12 5 198 96 6 3 87

Finance (52) 2,527 103 50 2,374 690 56 32 602

Healthcare (62) 849 36 14 799 571 14 10 547

Information (51) 2,561 59 25 2,477 378 27 10 341

INCIDENTS BREACHES

There is no doubt that the finance sector is a major target for cyber criminals. In fact, a

recent study by PwC found that finance and banking were the most targeted industries for

cybercrime, with 43% of organizations in these sectors experiencing attacks in 2017.

One of the biggest dangers to the finance sector is data breaches. After all, financial

institutions hold a wealth of sensitive customer information, from Social Security numbers

and credit card numbers to birthdates and addresses. If this data falls into the wrong hands,

it could be used for identity theft, fraud, and other malicious activities.

 

 That's why it's so important for finance companies to invest in robust cyber security

measures, including penetration testing. Penetration testing can help finance companies

identify vulnerabilities in their systems before criminals can exploit them. By conducting

regular penetration tests, finance companies can make it much more difficult for cyber

criminals to penetrate their systems and steal sensitive data.

 

 In short, penetration testing is an important part of a finance company's cyber security

strategy. By investing in penetration testing, finance companies can help protect themselves

from the ever-growing threat of cybercrime

Why Financial Services?

https://www.verizon.com/business/resources/reports/2022/dbir/2022-data-breach-investigations-report-dbir-industries.pdf

https://www.verizon.com/business/resources/reports/2022/dbir/2022-data-breach-investigations-report-dbir-industries.pdf


Network &
Computer Security

You need to know what
information you hold? Do you

review who has access to it? Do
you understand your

vulnerabilities?

FCA Expectations

User & Device
Credentials

Manage Risk

Awareness

Accreditation

Keep systems, software and
apps up-to-date, fully patched

and configured to prevent
unauthorised access?

Gaining a recognised
accreditation, such as cyber

essentials could improve
security

Use strong
passwords

when logging on
to hardware

and software.. 

Educating your
staff on cyber

security risks and
conducting regular
social engineering

exercises.

Compliance

From

£150.00  pm

or £1,600 upfront

Cyber Essentials Plus

Quarterly VAs

*Price is estimate based on 100 users

Advanced Professional

From

£500.00  pm

From

£2,000.00  pm

or £5,500 upfront

Everything in Compliance

Penetration Testing

Configuration Review

Everything in Advanced

Two Phishing exercises 

Managed Detection &

Response 24/7

Includes:

Hassle free compliance

Benefits:

*Price is estimate based on 100 users *Price is estimate based on 100 users

Includes:

Reduce threat vectors

Insurance obligation evidence

Improve business continuity

Benefits:

Includes:

Cyber smart workforce

Hassle free compliance

Business continuity & security

Benefits:

Our Offerings



Gaining a recognised accreditation, such

as Cyber Essentials will ensure you are

compliance to best practice and will

improve the security of your firm. 

Who are North Star?

A team of highly skilled, motivated

and qualified individuals, companies

can depend on. Offering routine to

bespoke services whilst striving to

surpass customers expectations. We

guide our clients to be a step ahead

of the adversaries in the ever-

evolving cybersecurity landscape.

Our Awards,
Accreditations and
Testimonials

From a business
perspective, North Star

provide an efficient,
thorough, and cost-

effective security service
which has benefitted

thinkmoney considerably
over the course of the last

year.

Glenn  Sprou le
CISO th inkmoney


